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PREFACE

WHAT’S NEW IN THE FOURTH EDITION

Since the third edition of this book was published, the field has seen continued innovations
and improvements. In this new edition, we try to capture these changes while maintaining a
broad and comprehensive coverage of the entire field. To begin the process of revision, the
third edition of this book was extensively reviewed by a number of professors who teach the
subject and by professionals working in the field. The result is that in many places the narra-
tive has been clarified and tightened, and illustrations have been improved.

Beyond these refinements to improve pedagogy and user-friendliness, there have

been major substantive changes throughout the book. The most noteworthy changes are
as follows:

12

Data center security: Chapter 5 includes a new discussion of data center security,
including the TIA-492 specification of reliability tiers.

Malware: The material on malware in Chapter 6 has been revised to include additional
material on macro viruses and their structure, as they are now the most common form
of virus malware.

Virtualization security: The material on virtualization security in Chapter 12 has been
extended, given the rising use of such systems by organizations and in cloud computing
environments. A discussion of virtual firewalls, which may be used to help secure these
environments, has also been added.

Cloud security: Chapter 13 includes a new discussion of cloud security. The discussion
includes an introduction to cloud computing, key cloud security concepts, an analysis of
approaches to cloud security, and an open-source example.

IoT security: Chapter 13 includes a new discussion of security for the Internet of Things
(IoT). The discussion includes an introduction to IoT, an overview of IoT security issues,
and an open-source example.

SEIM: The discussion of Security Information and Event Management (SIEM) systems
in Chapter 18 has been updated.

Privacy: The section on privacy issues and its management in Chapter 19 has been
extended with additional discussion of moral and legal approaches, and the privacy
issues related to big data.

Authenticated encryption: Authenticated encryption has become an increasingly wide-
spread cryptographic tool in a variety of applications and protocols. Chapter 21 includes
a new discussion of authenticated description and describes an important authenticated
encryption algorithm known as offset codebook (OCB) mode.
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BACKGROUND

Interest in education in computer security and related topics has been growing at a dramatic rate
in recent years. This interest has been spurred by a number of factors, two of which stand out:

1. As information systems, databases, and Internet-based distributed systems and com-
munication have become pervasive in the commercial world, coupled with the increased
intensity and sophistication of security-related attacks, organizations now recognize the
need for a comprehensive security strategy. This strategy encompasses the use of special-
ized hardware and software and trained personnel to meet that need.

2. Computer security education, often termed information security education or information
assurance education,has emerged as a national goal in the United States and other coun-
tries, with national defense and homeland security implications. The NSA/DHS National
Center of Academic Excellence in Information Assurance/Cyber Defense is spearhead-
ing a government role in the development of standards for computer security education.

Accordingly, the number of courses in universities, community colleges, and other
institutions in computer security and related areas is growing.

OBJECTIVES

The objective of this book is to provide an up-to-date survey of developments in computer
security. Central problems that confront security designers and security administrators include
defining the threats to computer and network systems, evaluating the relative risks of these
threats, and developing cost-effective and user friendly countermeasures.

The following basic themes unify the discussion:

e Principles: Although the scope of this book is broad, there are a number of basic prin-
ciples that appear repeatedly as themes and that unify this field. Examples are issues
relating to authentication and access control. The book highlights these principles and
examines their application in specific areas of computer security.

* Design approaches: The book examines alternative approaches to meeting specific
computer security requirements.

e Standards: Standards have come to assume an increasingly important, indeed dominant,
role in this field. An understanding of the current status and future direction of technol-
ogy requires a comprehensive discussion of the related standards.

* Real-world examples: A number of chapters include a section that shows the practical
application of that chapter’s principles in a real-world environment.

SUPPORT OF ACM/IEEE COMPUTER SCIENCE CURRICULA 2013

This book is intended for both an academic and a professional audience. As a textbook,
it is intended as a one- or two-semester undergraduate course for computer science, com-
puter engineering, and electrical engineering majors. This edition is designed to support
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Coverage of CS2013 Information Assurance and Security (IAS) Knowledge Area

IAS Knowledge Units

Topics

Textbook Coverage

Foundational Concepts
in Security (Tier 1)

¢ CIA (Confidentiality, Integrity, and
Availability)

¢ Risk, threats, vulnerabilities, and attack
vectors

e Authentication and authorization, access
control (mandatory vs. discretionary)

e Trust and trustworthiness

e Ethics (responsible disclosure)

1—Overview

3—User Authentication

4— Access Control

19—Legal and Ethical Aspects

Principles of Secure
Design (Tier 1)

e Least privilege and isolation

e Fail-safe defaults

* Open design

¢ End-to-end security

¢ Defense in depth

e Security by design

¢ Tensions between security and other design
goals

1—Overview

Principles of Secure
Design (Tier 2)

e Complete mediation

e Use of vetted security components

¢ Economy of mechanism (reducing trusted
computing base, minimize attack surface)

e Usable security

e Security composability

® Prevention, detection, and deterrence

1—Overview

Defensive Programming
(Tier 1)

e Input validation and data sanitization

e Choice of programming language and
type-safe languages

e Examples of input validation and data
sanitization errors (buffer overflows, integer
errors, SQL injection, and XSS vulnerability)

e Race conditions

e Correct handling of exceptions and
unexpected behaviors

11—Software Security

Defensive Programming
(Tier 2)

e Correct usage of third-party components
e Effectively deploying security updates

11—Software Security
12—OS Security

Threats and Attacks
(Tier 2)

o Attacker goals, capabilities, and motivations

® Malware

e Denial of service and distributed denial of
service

e Social engineering

6—Malicious Software
7—Denial-of-Service Attacks

Network Security
(Tier 2)

* Network-specific threats and attack types

e Use of cryptography for data and network
security

e Architectures for secure networks

e Defense mechanisms and countermeasures

e Security for wireless, cellular networks

8—Intrusion Detection
9—Firewalls and Intrusion
Prevention Systems

Part 5—Network Security

Cryptography (Tier 2)

e Basic cryptography terminology

e Cipher types

e Overview of mathematical preliminaries
e Public key infrastructure

2— Cryptographic Tools
Part 4— Cryptographic
Algorithms
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the recommendations of the ACM/IEEE Computer Science Curricula 2013 (CS2013). The
CS2013 curriculum recommendation includes, for the first time, Information Assurance and
Security (IAS) as one of the Knowledge Areas in the Computer Science Body of Knowledge.
CS2013 divides all course work into three categories: Core-Tier 1 (all topics should be
included in the curriculum), Core-Tier 2 (all or almost all topics should be included), and
Elective (desirable to provide breadth and depth). In the IAS area, CS2013 includes three
Tier 1 topics, five Tier 2 topics, and numerous Elective topics, each of which has a number of
subtopics. This text covers all of the Tier 1 and Tier 2 topics and subtopics listed by CS2013,
as well as many of the elective topics. Table P.1 shows the support for the ISA Knowledge
Area provided in this textbook.

COVERAGE OF CISSP SUBJECT AREAS

This book provides coverage of all the subject areas specified for CISSP (Certified Information
Systems Security Professional) certification. The CISSP designation from the International
Information Systems Security Certification Consortium (ISC)? is often referred to as the
“gold standard” when it comes to information security certification. It is the only univer-
sally recognized certification in the security industry. Many organizations, including the U.S.
Department of Defense and many financial institutions, now require that cyber security per-
sonnel have the CISSP certification. In 2004, CISSP became the first I'T program to earn
accreditation under the international standard ISO/IEC 17024 (General Requirements for
Bodies Operating Certification of Persons).

The CISSP examination is based on the Common Body of Knowledge (CBK), a compen-
dium of information security best practices developed and maintained by (ISC)?, a nonprofit
organization. The CBK is made up of 8 domains that comprise the body of knowledge that is
required for CISSP certification.

The 8 domains are as follows, with an indication of where the topics are covered in this
textbook:

* Security and risk management: Confidentiality, integrity, and availability concepts;
security governance principles; risk management; compliance; legal and regulatory
issues; professional ethics; and security policies, standards, procedures, and guidelines.
(Chapter 14)

* Asset security: Information and asset classification; ownership (e.g. data owners, system
owners); privacy protection; appropriate retention; data security controls; and handling
requirements (e.g., markings, labels, storage). (Chapters 5, 15, 16, 19)

* Security engineering: Engineering processes using secure design principles; security
models; security evaluation models; security capabilities of information systems; security
architectures, designs, and solution elements vulnerabilities; web-based systems vulner-
abilities; mobile systems vulnerabilities; embedded devices and cyber-physical systems
vulnerabilities; cryptography; and site and facility design secure principles; physical secu-
rity. (Chapters 1, 2, 13, 15, 16)

° Communication and network security: Secure network architecture design (e.g., IP and
non-IP protocols, segmentation); secure network components; secure communication
channels; and network attacks. (Part Five)



16 PREFACE

 Identity and access management: Physical and logical assets control; identification and
authentication of people and devices; identity as a service (e.g. cloud identity); third-
party identity services (e.g., on-premise); access control attacks; and identity and access
provisioning lifecycle (e.g., provisioning review). (Chapters 3, 4, 8, 9)

* Security assessment and testing: Assessment and test strategies; security process data
(e.g., management and operational controls); security control testing; test outputs
(e.g., automated, manual); and security architectures vulnerabilities. (Chapters 14,
15,18)

* Security operations: Investigations support and requirements; logging and monitoring
activities; provisioning of resources; foundational security operations concepts; resource
protection techniques; incident management; preventative measures; patch and vulner-
ability management; change management processes; recovery strategies; disaster recov-
ery processes and plans; business continuity planning and exercises; physical security;
and personnel safety concerns. (Chapters 11, 12, 15, 16, 17)

* Software development security: Security in the software development lifecycle; devel-
opment environment security controls; software security effectiveness; and acquired
software security impact. (Part Two)

SUPPORT FOR NSA/DHS CERTIFICATION

The U.S. National Security Agency (NSA) and the U.S. Department of Homeland Security
(DHS) jointly sponsor the National Centers of Academic Excellence in Information Assur-
ance/Cyber Defense (IA/CD). The goal of these programs is to reduce vulnerability in our
national information infrastructure by promoting higher education and research in IA and
producing a growing number of professionals with IA expertise in various disciplines. To
achieve that purpose, NSA/DHS have defined a set of Knowledge Units for 2- and 4-year
institutions that must be supported in the curriculum to gain a designation as a NSA/DHS
National Center of Academic Excellence in IA/CD. Each Knowledge Unit is composed
of a minimum list of required topics to be covered and one or more outcomes or learning
objectives. Designation is based on meeting a certain threshold number of core and optional
Knowledge Units.

In the area of computer security, the 2014 Knowledge Units document lists the following
core Knowledge Units:

e Cyber Defense: Includes access control, cryptography, firewalls, intrusion detection sys-
tems, malicious activity detection and countermeasures, trust relationships, and defense
in depth.

e Cyber Threats: Includes types of attacks, legal issues, attack surfaces, attack trees, insider
problems, and threat information sources.

* Fundamental Security Design Principles: A list of 12 principles, all of which are covered
in Section 1.4 of this text.

* Information Assurance Fundamentals: Includes threats and vulnerabilities, intrusion
detection and prevention systems, cryptography, access control models, identification/
authentication, and audit.
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* Introduction to Cryptography: Includes symmetric cryptography, public-key
cryptography, hash functions, and digital signatures.

e Databases: Includes an overview of databases, database access controls, and security
issues of inference.

This book provides extensive coverage in all of these areas. In addition, the book
partially covers a number of the optional Knowledge Units.

PLAN OF THE TEXT

The book is divided into five parts (see Chapter 0):

e Computer Security Technology and Principles
e Software and System Security
* Management Issues
e Cryptographic Algorithms
* Network Security
The text is also accompanied by a number of online chapters and appendices that pro-
vide more detail on selected topics.
The text includes an extensive glossary, a list of frequently used acronyms, and a bib-

liography. Each chapter includes homework problems, review questions, a list of key words,
and suggestions for further reading.

INSTRUCTOR SUPPORT MATERIALS

The major goal of this text is to make it as effective a teaching tool for this exciting and fast-moving
subject as possible. This goal is reflected both in the structure of the book and in the supporting
material. The text is accompanied by the following supplementary material to aid the instructor:

* Projects manual: Project resources including documents and portable software, plus sug-
gested project assignments for all of the project categories listed in the following section.

* Solutions manual: Solutions to end-of-chapter Review Questions and Problems.

* PowerPoint slides: A set of slides covering all chapters, suitable for use in lecturing.

e PDF files: Reproductions of all figures and tables from the book.

e Test bank: A chapter-by-chapter set of questions.

e Sample syllabuses: The text contains more material than can be conveniently covered
in one semester. Accordingly, instructors are provided with several sample syllabuses
that guide the use of the text within limited time. These samples are based on real-world
experience by professors with the first edition.

All of these support materials are available at the Instructor Resource Center (IRC) for
this textbook, which can be reached through the publisher’s Website www.pearsonglobaleditions
.comy/stallings . To gain access to the IRC, please contact your local Pearson sales representative.
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The Companion Website includes the following:

e Links to Web sites for other courses being taught using this book.

e Sign-up information for an Internet mailing list for instructors using this book to
exchange information, suggestions, and questions with each other and with the author.

STUDENT RESOURCES

For this new edition, a tremendous amount of original support-
ing material for students has been made available online, at
two Web locations. The Companion Website, includes a list of
relevant links organized by chapter and an errata sheet for the
book.

Purchasing this textbook now grants the reader 12 months of
access to the Premium Content Site, which includes the following
materials:

¢ Online chapters: To limit the size and cost of the book, three
chapters of the book are provided in PDF format. The chapters
are listed in this book’s table of contents.

* Online appendices: There are numerous interesting topics that support material found in
the text but whose inclusion is not warranted in the printed text. A total of eleven online
appendices cover these topics for the interested student. The appendices are listed in
this book’s table of contents.

* Homework problems and solutions: To aid the student in understanding the material,
a separate set of homework problems with solutions is available. These enable the stu-
dents to test their understanding of the text.

To access the Premium Content site, click on the link at www.pearsonglobaleditions
.com/stallings and enter the student access code found on the inside front cover.

PROJECTS AND OTHER STUDENT EXERCISES

For many instructors, an important component of a computer security course is a project or
set of projects by which the student gets hands-on experience to reinforce concepts from the
text. This book provides an unparalleled degree of support for including a projects component
in the course. The instructor’s support materials available through Pearson not only include
guidance on how to assign and structure the projects but also include a set of user manuals for
various project types plus specific assignments, all written especially for this book. Instructors
can assign work in the following areas:

* Hacking exercises: Two projects that enable students to gain an understanding of the
issues in intrusion detection and prevention.

* Laboratory exercises: A series of projects that involve programming and experimenting
with concepts from the book.
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* Security education (SEED) projects: The SEED projects are a set of hands-on exercises,
or labs, covering a wide range of security topics.

* Research projects: A series of research assignments that instruct the students to research
a particular topic on the Internet and write a report.

* Programming projects: A series of programming projects that cover a broad range of
topics and that can be implemented in any suitable language on any platform.

o Practical security assessments: A set of exercises to examine current infrastructure and
practices of an existing organization.

e Firewall projects: A portable network firewall visualization simulator is provided,
together with exercises for teaching the fundamentals of firewalls.

e Case studies: A set of real-world case studies, including learning objectives, case descrip-
tion, and a series of case discussion questions.

* Reading/report assignments: A list of papers that can be assigned for reading and writing
a report, plus suggested assignment wording.

° Writing assignments: A list of writing assignments to facilitate learning the material.

* Webcasts for teaching computer security: A catalog of webcast sites that can be used
to enhance the course. An effective way of using this catalog is to select, or allow the
student to select, one or a few videos to watch, and then to write a report/analysis of
the video.

This diverse set of projects and other student exercises enables the instructor to use the
book as one component in a rich and varied learning experience and to tailor a course plan to
meet the specific needs of the instructor and students. See Appendix A in this book for details.
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